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Add Users and Create groups
Integrate to AD (abtech)

PAB Phish alert button for user reporting back
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Contact Jenn for stuck items
Contact list 
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;lg Customize your KnowBe4 console

30 minutes

N P -
201‘1 Whitelist KnowBe4's mail servers -
Description Start Date
Whitelisting KnowBe4's mail servers ensures that our simulated phishing emails and training notifications will be November 21st, 2024 7
delivered to your users. If you don't whitelist, our emails may get blocked or filtered into a Spam folder.
How to whitelist: End Date
December 5th, 2024 Va
o Depending on the products or services you're using in your mail or web environment, such as a spam filter,
firewall, or URL scanning service, the exact steps to whitelist KnowBe4 will vary. Estimated Duration
o Refer to our Whitelisting Guide below for details. Variabl
o If you need assistance with whitelisting, our Support Team is happy to help. rable
After you whitelist: Associated Campaign
o Use the recommended settings below to create a phishing campaign to test your whitelisting. After creating your campaign,
. - . select that campaign to associate
o Ensure the emails arrive in each test user's inbox. L N
it with this task.

o Ask your test users to click the phishing test to ensure that clicks are being tracked successfully and that they can
access the KnowBe4 landing page.

o If your test ran successfully, great! If not, adjust your whitelisting settings and try again, or reach out to Support for
assistance.

£ Campaign Creation
Step 1: Create Group
Click the button below to create a new group. Then, go to the Users tab and select 3-5 trusted users to help test your
whitelisting settings. Add these users to the created group.
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Join the KnowBe4 Community

Add users and create groups

Description

Add your users to your KnowBe4 console so you can send them simulated phishing emails and enroll them in training.

How to add users:

Active Directory Integration (ADI) - Recommended - ADI syncs with your Active Directory to automatically
provision users and maintain your user list over time.

Quick Import - Quick Import is an efficient option if you need to add a small amount of users quickly.

CSV import - CSV Import can be used if you want to include additional user data, such as phone numbers or
manager names.

After you've added your users, you should create groups. Groups allow you to target specific subsets of users with
phishing and training campaigns.

How to add groups:

o Sync groups from your Active Directory by using our ADI feature.
Include groups on your CSV Import file.
Create groups manually by clicking the Groups button below.

If you're a Platinum or Diamond level subscriber, you can use our Smart Groups feature to create dynamic groups
based on specific criteria. Smart Groups can be used to automate many workflows in your KnowBe4 console.

Actions
Click the buttons below to start this task.
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Start Date
December Sth, 2024

End Date
December 16th, 2024

Estimated Duration
about 4 hours
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Review the results of your phishing test

Outlook 2016 nots... B How to Apply for P...

Establish a procedure for users to report suspected phishing emails

Description
Your baseline test will let you know if users know what to do when they receive a phishing email. For example, did they
forward the simulated phishing email to their manager, or report it to your IT team?

We recommend installing the Phish Alert Button (PAB) to streamline your email incident response plan.

The PAB is an add-in for your mail client or server that lets your users quickly and easily report potential phishing
emails. Reported emails that are not simulated phishing tests will be forwarded to your incident response team or help
desk so you can see the real-life phishing attacks that are making it to your users.

Set up PAB

& Setup PAB

Resources

o PAB Installation Guide
o PAB Compatibility Matrix
o PAB Best Practices

Communicate with your users about your security awareness program

Assess your users' security awareness knowledge
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30 minutes

Start Date
December 26th, 2024 VY

End Date
December 30th, 2024 Vi

Estimated Duration
Variable

Mark Complete

30 minutes

30 minutes
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