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By now, you have received an email inviting you to take KnowBe4’s security awareness training. 

Or better yet, yesterday, we all received an email with the subject line “You’ve been enrolled in training”. 
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Thank you to those that alerted us to the thought that it was a phishing scam. However, it is in fact, a legitimate email.

You may be aware that we recently ran a simulated phishing test. The purpose of this test was to determine how our organization would react if a real phishing attack were to occur. The percentage of users who clicked the link in this simulated attack was 8.45%.
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Although 0 percent is always the goal, I would like to say how proud we all should be for a result as low as 8.45%. 
For the size of our company and comparing to related industry categories such as Financial Services, Energy and Utilities, Non-profits, Education, or even the Government (ok, perhaps no surprise on the government comparison), our percentage averaged a whopping 20% lower for blindsiding base test. 
As most of us know, Phishing is a type of cybercrime where hackers try to gain access to your personal information such as usernames and passwords, financial/banking accounts, personal information, etc. 
To help combat the rise in cybercrime like phishing attacks, we decided to partner with KnowBe4. 
All employees have been enrolled in KnowBe4’s security awareness training. Here are the steps to begin that training:
Follow the link on the email from this morning: https://training.knowbe4.com/ui/users/login
Establish your password:
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Click on “Set up Multi Factor Authentication”.
Leave the screen with the QR code open:
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Download the Google Authenticator application from your phone provider store onto your phone. 
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Once completed, open the Google Authenticator app on your phone. Click the plus sign to add a program requiring MFA – Multi Factor Authentication. In this case, for KnowB4:
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Choose Scan a QR code
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Your camera will present a window to be used to scan the QR code displayed on the KnowB4 screen you kept open:
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Point the camera to see the QR code within the box on your phone display.
The account will be immediately added and will begin to generate the codes.
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Enter the code in Passcode field on the screen. A blue code means you have plenty of time. Red means it is about to rotate and either enter it fast or wait for the next code.
Click the go to training button to begin.
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Once the training is completed, we will be notified. 
Please complete the training by MARCH 3RD, 2025
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Reporting a phishing suspected email will be easier very soon. Be on the lookout for the new button in the coming days that will be located on the MS Outlook ribbon in your Outlook Email (and a big thanks to Marketing for the icon - far exceeding expectations):
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We will also continue to send out simulated phishing tests so you can practice the skills that you will learn during your training. Be on the lookout for these emails in your inbox.
We depend on you as the last line of defense against cybercrime.
As always, thank you for helping to keep EGIA safe.

EGIA IT
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You've been enrolled in tr: g
KnowBes <cio-not-reply @uaining knowbed com> > rorvrt | (][]
To © Clinton Cramer Mon 2/24/2025 8:09 AM

Dear CLINTON CRAMER,
You are now enrolled in Human Firewall Foundational Training. You must complete this training by March 03, 2025.
The assignments you've been enrolled in are displayed below:

- How to Become A Human Firewall

Please use this link to start your training
om/uiflogin/Y2NwyYW1lckeBIZ2IhLmi9yZw:
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Password Check Required Immediately
IT <IT@egia.org>
To  © Clinton Cramer Mon 2/24/2025 6:08 PM

To All Employees,

As part of ongoing efforts to maintain regulatory compliance we have updated our password policy and we need everyone to
check their password immediately.

Please click here to do that:
Check Password
Please do this right away.

Thanks!
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Enable MFA for. mzan@egia.org

Using an authentication application, scan the barcode above or enter the.
following code; LOGSJFHRXKAMOURUMWBBKQMUME4TGIPC.

In the field below, enter the one-time password displayed in the
authentiation application:

For more nformation, see our Mult-factor Authentication artcle.
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