CLINTON CRAMER
3/4/24
ACTIVE DIRECTORY AD ADMIN FOR AD AND MS 365 SYNC PW CHANGES

Changing a password in Active Directory for a device and user to sync with Microsoft Entra

· Adding or moving user for the AD 365 Entra Sync process:
· Ensure that the AD user account and specific device being used to access Microsoft Office 365 are in the proper Active Directory Organizational Unit locations:
MS365EGIA
[image: A screenshot of a computer

Description automatically generated]
· The Device and user ID must be in the Computers and Users sub folder of the MS365EGIA:
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· Change user password:
· Find the user or open the proper OU. 
· For users that have passwords that automatically sync with MS 365, look in the MS365EGIA OU folder.
· Right click on the user and choose Reset Password.
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· In each of the fields for New and Confirm Password, Enter the new password.
· Typically,  ‘User must change password at next logon’ is left unchecked.
· Note: If checked, it would take time for the sync to happen and cause some MS office password challenges unless the manual sync button is triggered after the user has created a new password.
· Check the box for unlocking the user’s account.
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· Click OK
Login and 365 access steps post changing a user password in AD
· Disclose password to user.
· Have the user log in to the device with the new password.
· Have the user log on to outlook.com via a browser with the same new password prior to opening a Microsoft 365 Office product.
· After a successful logon to outlook.com, open the Desktop Outlook application.
· Enter the new password utilized in the steps above.
Page 2 of 2

image2.png
LSS SN} . -— S
3 Active Directory Users and Ci A || Name Type Description
> [ Saved Queries

v B egacom

> [&) Board of Directors
> [ Builtin
> [£] Computers
> [&] Dell
> &1 Domain Controllers
> [E] EMC Celerra
> [ ForeignSecurityPrinci
> [@] GPO Testing
> [&1 Groups
> [ Keys
> [&] Laptops
> @l LocalComputer
> [ LostAndFound
> [5] Managed Sevice Acc
v 5] MSI6SEGIA
2] Computers
(5] Users





image3.png
= == > ™ | 1
A EIEEE IR Y R F-KY

] Active Directory Users and Ci A || Name Type Description

> ; Saved Queries &, clinton Cramer User Director of Program Ma...
¥ ’ ;9'1‘:’“ & Nathaniel Odom User IT Specialist

> [E] Board of Directors

> &) Domain Controllers
> [E] EMC Celerra
> [ ForeignSecurityPrinci
> &l GPO Testing
> & Groups
> [ Keys
> @l Laptops
> (& LocalComputer
> [2] LostAndFound
> [7] Managed Service Acc
MS365EGIA
(&1 Computers
5 Users





image4.png
e 2@ 0 XEE HETeETYaR

I Active Directory Users and Com
> [] Saved Queries
v 3 egia.com

> B AE

> ] Board of Directors

> [ Builtin

> [£] Computers

> &l Dell

> [&] Domain Controllers

> @] EMC Celera

> [ ForeignSecurityPrincipals

> [l GPO Testing

> &l Groups

> [& Laptops

> &l LocalComputer

> [ Managed Service Accour|

v [E] MS36SEGIA

(3] Computers
3] Users

> [ ofsdirect.com

> [&] Printers

> [&] Rebates

> ] Retired

5 @) Sacramento

Name

Type Description

an  Comr
Add to a group...

Disable Account

Open Home Page
Send Mail

All Tasks

Cut
Delete
Rename

Help

User T Specialist




image5.png
e A 4 81K

gl

T Active Directory Users and Com
> [ Saved Queries
v 35 egia.com
> 3 AE
> [&) Board of Directors
> [ Builtin
> [1 Computers
> [E Dell
> & Domain Controllers
> &l EMC Celerra
> [ ForeignSecurityPrincipals
> [&) GPO Testing
> [E] Groups
> & Laptops
ocalComputer
> [2] Managed Service Accour
v (5] MS3B5EGIA
3] Computers
(3] Users
> [&) ofsdirect.com
> [3] Printers
> ] Rebates
> B Retired
> [&] Sacramento
> [&] Service Accounts
> &1 Shopping.IT
> Bl Tech
> [ Users

Name
& Clinton Cramer
&, Nathaniel Odom

 HMA S RETES

Type Description
User Director of Program Me..
User IT Specialist

Reset Password 7 X

e —
O

User must change password at next logon
‘The user must logoff and then logon again for the change to take effect.
Account Lockout Status on this Domain Controller: Unlocked

] Unlock the user's account

ok [ conesl





image1.png
File Action View Help

L] FIEEEN R Y R 2K

T Active Directory Users and Ci A
> [Z] Saved Queries
« 4 egiacom
> @ AE
5] Board of Directors

>
>
> [£] Computers
> & Dell
> [#] Domain Controllers
> [E] EMC Celerra
> [ ForeignSecurityPrinci
> [@] GPO Testing
> &l Groups
> [ Keys
> &l Laptops
> &) LocalComputer
> [ LostAndFound
> [5] Managed Service Acc
v 5] MS3ESEGIA
(@1 Computers
[&] Users
(&) ofsdirect.com
&) Printers
(] Program Data
(@] Rebates
5] Retired
(5] Sacramento
&) Service Accounts
(] Shopping.IT
[ System
5] Tech
5] Users
[ Microsoft Exchange S

[=] NTDS Quotas v
< o >

Name

151 Computers
&1 Users

Type
Organizational.
Organizational..

Description




