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Real-Time Charts
GENERAL INTERFACE PROTOCOL OTHERS ‘
System Monitor # TIME § D CATEGORY PRIORITY MESSAGE SOURCE DESTINATION IP PROTOCOL NOTES
e b1 04:11:18 Mar 7 83 Security Services O aert Probable port scan detected 103.176.90.125, 5579, X1 207.231.77.102, 50708, X1 udp Pkt is dropped. UDP scanned port list
LR T » 2 04:11:18 Mar 7 82 Security Services O awert Possible port scan detected 103.176.90.125. 5579, X1 207.231.77.102. 11296, X1 udp Pkt is dropped. UDP scanned port list
BWM Monitor
)3 03:52:47 Mar 7 82 Security Services O awert Possible port scan detected 92551.2.47, 65534, X1 207.231.77.102, 4003, X1 tep Pkt is dropped. TCP scanned port list
AppFlow 4 12:50:48 Mar 6 23 Security Services D Alert IP spoof dropped 169.254.4.220. 64393, X0 88838443, X1 udp -
AR R ) s 12:46:21 Mar 6 82 Security Services O awert Possible port scan detected 44.235.116.123, 443, X1 207.231.77.102. 19586, X1 tcp Pkt is dropped. TCP scanned port list
AppFiow Monitor 6 S L — o Possible TCP Flood on IF X1 - from machine x4 2:ccich-1c with TCP packet rate of o0 oo T & T
i 1sec has ceased : )
CTA Repo! - -
)7 12:41:14 Mar 6 1371 Firewall Settings 3 warming Fossitie TP Mondon I3~ 000,205 2137 10 st 207 23177 10204503 109.205.213.7, 51796, X1 207.231.77.102, 64553 tep -
rate: 1031/sec continues
SDWAN
)8 12:41:14 Mar 6 1369 Firewall Settings O aert Possible TCP Flood on IF X1 - src: 23.44.73.56:443 dst: 207.231.77.102:43165 23.44.73.56, 443. X1 207.231.77.102. 43165. X1 tep =
Logs Possible TCP Flood on IF X1 - from machine xxxx:42:cc:cf:1c with TCP packet rate of
»o 12:18:47 Mar 6 1370 Firewall Settings O aert 13.107.6.163, 443, X1 207.231.77.102. 3448 tep -
LUsec has ceased
ey ) 10 12:18:46 Mar 6 1371 Firewall Settings n Warning Possibie NEp Flsodion IEScL Siane: 329,85 33093 U0sk: A07.23L 7700517008 " Tee: omonsiima iis 207.231.77.102, 47408 tp -
594/sec continues
Auditing Logs
— ) 11 12:18:45 Mar 6 1369 Firewall Settings O awert Possible TCP Flood on IF X1 - src: 23.192.228.14:443 dst: 207.231.77.102:11203 23.192.228.14, 443.X1 207.231.77.102.11203. X1 tep -
wreat Logs
) 12 10:10:32 Mar 6 82 Security Services O aert Possible port scan detected 52.84.162.103, 443, X1 207.231.77.102. 21492, X1 tep Pkt is dropped. TCP scanned port list
Tools & Monitors
Possible TCP Flood on IF X1 - from machine xxxox42:cc:cf:1c with TCP packet rate of
) 13 10:01:03 Mar 6 1370 Firewall Settings O aert 52.96.166.2, 443, X1 207.231.77.102. 58897 tep -
1Usec has ceased
> 14 10:01:00 Mar 6 82 Security Services O awert Possible port scan detected 104.1237172, 443.X1 207.231.77.102, 55023, X1 tep Pkt is dropped. TCP scanned port list
Possible TCP Fi IF X1 - src: 104.123.71.72:44 7.231.77. -
) 15 10:01:00 Mar 6 1371 Firewall Settings 3 warming e MCRIToad B I B 1051237 17 2 et 207 221 79 LRz 551 1041237172, 443, X1 207.231.77.102, 1351, X1 tcp -
rate: 1396/sec continues
) 16 10:00:59 Mar 6 1369 Firewall Settings 0 awert Possible TCP Flood on IF X1 - src: 104.123.71.72:443 dst: 207.231.77.102:30937 104.123.71.72, 443.X1 207.231.77.102. 30937. X1 tep -
» 17 09:56:13 Mar 6 82 Security Services O aert Possible port scan detected 23.212.62.86. 443, X1 207.231.77.102. 18256. X1 tep Pkt is dropped. TCP scanned port list
) 18 09:41:18 Mar 6 1370 Firewall Settings O aert Possible TCP Flood on IF X1 - from machine xococd2:cecf.ic with TCP packetrateof o, o5 157 157, 443, x1 207.231.77.102, 53109 tep -
69/sec has ceased
Possible TCP Flood on IF X1 - src: 104.123.71.73:443 dst: 207.231.77.102:33469 -
» 19 09:41:17 Mar 6 1371 Firewall Settings 3 warming y 104.123.7173, 443, X1 207.231.77.102. 33469. X1 tcp -
rate: 2941/sec continues
» 20 09:41:16 Mar 6 82 Security Services [ Awert Possible port scan detected 104.123.71.73, 443.X1 207.231.77.102. 61885. X1 tep Pkt is dropped. TCP scanned port list
) 21 09:41:16 Mar 6 1369 Firewall Settings 0 ert Possible TCP Flood on IF X1 - src: 104.123.71.73:443 dst: 207.231.77.102:8475 104.1237173, 443, X1 207.231.77.102, 8475. X1 tep -
ssible TCP Fi IFX1- 4 with TCP packe
) 22 09:04:29 Mar 6 1370 Firewall Settings O Alert Possible TCP Fiood on IF X1 - from machine xococ42:ccict:dc with TCP packet rate of 1o, 4 33134, 443, X1 207.231.77.102, 19137 tcp -
2Usec has ceased
Possible TCP Flood on IF X1 - src: 52.24.205.21:443 dst: 207.231.77.102:55693 -
) 23 09:04:28 Mar 6 1371 Firewall Settings 3 warming . 52.24.205.21. 443, X1 207.231.77.102. 55693 tep -
rate: 1026/sec continues

Last Refreshed: 2025-03-07 09:21:52  Displaying 50 entries

Q Search m § + 9 67 @ ¢ o % B A ) Ay m 9B

3/7/2025





